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Abstract. Biomedical signal classification is a critical task in healthcare for diagnosing conditions such as 
heart diseases, neurological disorders, and muscular dysfunctions. Traditionally, machine learning models 
used for signal classification require centralizing data, which raises concerns regarding data privacy, security, 
and access, especially in healthcare where patient data is highly sensitive. Federated Learning (FL) presents a 
promising solution by enabling the training of machine learning models across decentralized data from 

multiple institutions without sharing patient data. This paper proposes an Artificial Intelligence (AI)-Driven 
Biomedical Signal Classification System using federated learning, allowing healthcare organizations to 
collaboratively improve the accuracy of AI models while ensuring privacy. The system focuses on classifying 
biomedical signals such as electrocardiograms (ECG), electroencephalograms (EEG), and electromyograms 
(EMG) using convolutional neural networks (CNNs). Federated learning enables these models to be trained 
locally on each institution’s data, with only the model updates being shared, thus ensuring that sensitive 
medical data never leaves its source. This framework not only improves the performance of biomedical signal 
classification models by leveraging diverse datasets but also adheres to strict privacy regulations like HIPAA. 

Through a literature review and analysis of current federated learning approaches in healthcare, this paper 
outlines the potential and challenges of implementing AI-driven biomedical signal classification using FL. 
The proposed system aims to enhance diagnostic accuracy and healthcare collaboration while safeguarding 
patient privacy. 
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1. INTRODUCTION 

The use of artificial intelligence (AI) in healthcare has revolutionized the way medical conditions are 

diagnosed, monitored, and treated. Specifically, biomedical signal classification has become a cornerstone of 

diagnostics, aiding in the identification of conditions such as heart arrhythmias, epileptic seizures, and muscular 

abnormalities through the analysis of electrocardiograms (ECG), electroencephalograms (EEG), and 

electromyograms (EMG). These signals are inherently complex and noisy, requiring robust AI models to 

accurately classify different conditions. 

Traditional AI models used in healthcare often rely on the centralization of patient data for training, which 

poses significant risks concerning data privacy and security. In the healthcare sector, data sharing is tightly 

regulated by laws such as the Health Insurance Portability and Accountability Act (HIPAA) in the United States, 

which mandates strict control over patient information. Centralizing healthcare data for machine learning can 

lead to vulnerabilities, making it susceptible to breaches and non-compliance with privacy regulations. 

Federated Learning (FL) has emerged as an innovative solution to address these privacy concerns while still 

allowing AI models to benefit from data distributed across multiple institutions. Federated learning enables AI 

models to be trained locally on each institution’s dataset, with only the model updates being shared with a 

central server. This means that patient data never leaves its source, ensuring that privacy is maintained 

throughout the training process. FL is particularly well-suited to the healthcare domain, where multiple 
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hospitals, clinics, and research institutions possess unique datasets that can collectively improve the 

performance of AI models without compromising data security. 

This paper explores the implementation of an AI-driven biomedical signal classification system using 

federated learning. By applying convolutional neural networks (CNNs) for signal classification tasks, such as 

detecting heart arrhythmias from ECG signals or epileptic seizures from EEG signals, the proposed system 

leverages federated learning to create robust models across diverse datasets. The paper also addresses the 
challenges of implementing federated learning in healthcare, such as model accuracy, communication overhead, 

and data heterogeneity, and provides potential solutions to these obstacles. 

2. LITERATURE SURVEY 

Biomedical signal classification has been a key focus in AI research due to the widespread use of biosignals 
in diagnosing and monitoring various medical conditions. Traditionally, biomedical signals, such as ECG, EEG, 

and EMG, have been analyzed using machine learning algorithms, with convolutional neural networks (CNNs) 

being particularly successful in capturing the spatial and temporal patterns in these signals. Zhang et al. (2019) 

demonstrated the effectiveness of CNNs in classifying heart arrhythmias from ECG signals, achieving high 

accuracy in distinguishing between normal and abnormal heartbeats. However, the study relied on centralized 

data from a single institution, limiting the generalizability of the model. 

The challenge of data privacy in healthcare has been well-documented in the literature. Shickel et al. (2018) 

discussed the risks associated with centralizing patient data for machine learning, citing numerous cases of data 

breaches and violations of privacy regulations. Their study highlighted the importance of developing privacy-

preserving machine learning frameworks for healthcare. To address these concerns, Konečny et al. (2016) 

introduced Federated Learning (FL) as a decentralized approach to training machine learning models across 

distributed datasets. Federated learning enables multiple institutions to collaboratively train AI models without 

sharing sensitive patient data, making it a promising solution for healthcare applications. 

Several studies have explored the use of FL in healthcare. Sheller et al. (2020) applied FL to medical 

imaging, demonstrating that federated learning could improve the accuracy of AI models for tumor detection 

without requiring hospitals to share their data. Similarly, Li et al. (2020) proposed a federated learning 

framework for predicting the onset of cardiovascular diseases from distributed ECG data. Their results showed 

that FL could achieve performance levels comparable to centralized learning while preserving data privacy. 

Despite these promising results, the study identified several challenges, including communication overhead, 

model convergence, and data heterogeneity across institutions. 

While federated learning has been applied in medical imaging and disease prediction, its application in 

biomedical signal classification remains underexplored. This paper aims to fill this gap by proposing an AI-

driven biomedical signal classification system using FL. The proposed system builds on existing research by 
integrating federated learning with CNNs to classify ECG, EEG, and EMG signals across multiple healthcare 

institutions. The use of federated learning ensures that patient data remains secure, while the collaboration 

between institutions enhances the accuracy and robustness of the AI models. 

3. PROPOSED METHODOLGY 

The proposed system for AI-Driven Biomedical Signal Classification Using Federated Learning focuses on 

classifying biomedical signals, such as ECG, EEG, and EMG, while preserving patient data privacy. The system 

leverages federated learning (FL) to train convolutional neural networks (CNNs) across decentralized datasets 

from multiple healthcare institutions. The system is composed of three key components: local data processing, 

federated learning model training, and secure model aggregation. 
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FIGURE 1. AI-Powered Blockchain Technology for Public Health 

Local Data Processing 

Biomedical signals are collected locally at each healthcare institution, pre-processed to remove noise and 

artifacts, and segmented into relevant time windows. Each institution processes its data independently without 

sharing it with other entities, ensuring that patient privacy is maintained. Pre-processing includes signal filtering, 

normalization, and feature extraction to prepare the data for input into the CNN model. 

Federated Learning Model Training 

Each institution trains its own local CNN model on its dataset. The CNN is designed to classify biomedical 

signals based on their spatial and temporal features. For example, ECG signals are classified into normal and 

abnormal heart rhythms, while EEG signals are classified into different stages of sleep or seizure activity. The 

local models are trained independently at each institution, with the model parameters being updated after each 

training epoch. 

Secure Model Aggregation 

After local model training is completed, the model updates (weights and biases) are securely transmitted to 

a central server using encryption techniques. The central server aggregates the model updates from all 

participating institutions without accessing the underlying data. A secure aggregation algorithm is used to 

combine the model updates, ensuring that the final global model is representative of the collective knowledge of 

all institutions. The global model is then distributed back to each institution for further local training. 

This federated learning process is repeated iteratively until the global model converges, achieving high 

accuracy in biomedical signal classification while ensuring data privacy and security. 

4. CONCLUSION 

The proposed AI-Driven Biomedical Signal Classification System using Federated Learning offers a 
privacy-preserving and collaborative approach to improving the accuracy of AI models for classifying 

biomedical signals such as ECG, EEG, and EMG. By leveraging federated learning, healthcare institutions can 
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collaboratively train AI models without sharing sensitive patient data, ensuring compliance with privacy 

regulations like HIPAA. The use of convolutional neural networks (CNNs) enables the system to accurately 
classify complex biomedical signals, providing real-time diagnostic insights. This decentralized framework not 

only enhances the performance of AI models through the use of diverse datasets but also addresses key 

challenges related to data privacy and security in healthcare. As federated learning continues to evolve, its 

application in biomedical signal classification has the potential to transform diagnostics and healthcare delivery, 
offering a scalable and secure solution for the future of AI-driven healthcare.  
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