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Abstract In the digital age, the management of wills and inheritance has become increasingly complex,
raising concerns about authenticity, security, and unauthorized tampering. Traditional will management
systems are often paper-based, vulnerable to forgery, legal disputes, and lack of transparency. This paper
proposes a Blockchain-Based Digital Will Management System that ensures the secure creation, storage,
execution, and validation of digital wills. The system leverages blockchain’s core features—immutability,
decentralization, and transparency—to establish a trusted framework for handling sensitive testamentary
documents. Using smart contracts, wills can be programmatically executed upon predefined conditions such
as the death of the testator, verified through secure oracles linked to official registries. The system allows
individuals to create and digitally sign their will, which is then encrypted and stored on the blockchain.
Authorized executors and beneficiaries can verify the will's authenticity without the possibility of
modification or deletion. The decentralized nature of blockchain ensures there is no single point of failure or
control, reducing the risk of fraud, unauthorized access, or legal complications. A prototype was
implemented on the Ethereum blockchain using Solidity smart contracts and IPFS for secure document
storage. The system was tested for functionality, security, and usability, and results indicate a robust and
transparent method for digital will management. This solution has the potential to transform inheritance
management by reducing legal overhead, improving trust, and providing a tamper-proof, efficient digital
alternative to traditional wills.
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1. INTRODUCTION
In today’s increasingly digital world, the management and execution of wills have become a critical issue,
necessitating innovative solutions that ensure security, authenticity, and transparency. A will is a legal
document that expresses a person’s wishes regarding the distribution of their estate after death.
Traditionally, wills are maintained in paper form or through centralized legal institutions, often leading to
challenges such as forgery, disputes, loss, or tampering. These challenges not only cause delays in
executing the deceased’s wishes but also impose emotional and financial burdens on the beneficiaries and
legal systems. With advancements in technology, there is a growing demand for digital solutions that can
streamline the process, minimize disputes, and increase trust among stakeholders. One such promising
technology is blockchain, which offers unique properties that are well-suited for managing digital wills
securely and transparently.Blockchain is a distributed ledger technology characterized by its
decentralization, immutability, and cryptographic security. Unlike traditional centralized databases,
blockchain data is stored across multiple nodes in a network, making it virtually tamper-proof and resistant
to unauthorized access or alterations. Each transaction recorded on the blockchain is cryptographically
linked to the previous one, forming a secure chain of data blocks that provides a transparent and verifiable
record. These features make blockchain an ideal candidate for managing sensitive and legally significant
documents such as wills.The concept of a Digital Will Management System using Blockchain combines
the legal framework of wills with blockchain’s technological strengths. This system enables individuals to
create, store, and manage their wills digitally, ensuring that the document remains secure and unaltered
throughout its lifecycle. The system leverages smart contracts—self-executing code stored on the
blockchain—that automatically trigger will execution when predefined conditions are met, such as the
verified death of the testator. This automation reduces human intervention, speeds up the inheritance
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process, and ensures that the testator’s wishes are carried out accurately.One of the most critical challenges
in traditional will management is verifying the authenticity and validity of the document during probate.
Paper wills can be lost, damaged, or forged, leading to protracted legal disputes. With blockchain, every
will stored on the network is cryptographically signed and timestamped, creating an immutable proof of
existence and authenticity. Beneficiaries, executors, and legal authorities can independently verify the will
without compromising privacy, thanks to encryption and permissioned access mechanisms.

Moreover, the decentralized nature of blockchain eliminates the dependency on a single authority or
intermediary, such as lawyers or notaries, who traditionally manage wills. This decentralization reduces
the risks of fraud or mismanagement and lowers costs associated with will administration. Additionally, by
integrating decentralized storage solutions like the InterPlanetary File System (IPFS), large documents
related to wills—such as property deeds, financial statements, and identification proofs—can be securely
stored and linked to the blockchain without burdening the ledger with excessive data.ln recent years,
various industries have explored blockchain for digital identity verification, supply chain transparency, and
secure document management. Applying blockchain to digital will management is a natural extension,
addressing the growing need for reliable, user-friendly, and legally compliant systems. A blockchain-based
digital will system enhances user confidence by providing a transparent and immutable record that is
resistant to manipulation. It also supports real-time notifications and audit trails, allowing stakeholders to
track the will’s status and execution progress. However, adopting blockchain technology for digital wills
also involves overcoming several technical, legal, and social challenges. Ensuring user-friendly interfaces
for non-technical users, integrating with existing legal frameworks, and protecting sensitive data from
unauthorized access are key concerns. Furthermore, the system must incorporate trusted verification
mechanisms or oracles that provide real-world data, such as official death certificates, to trigger smart
contract execution. Legal acceptance of digital wills and smart contracts varies by jurisdiction, requiring
collaboration between technologists, legal experts, and policymakers to establish clear standards. This
project proposes a comprehensive blockchain-based digital will management system that addresses these
challenges while offering enhanced security, transparency, and automation. The system design includes a
multi-factor authentication process for testators, encrypted document storage on IPFS, smart contract-
driven execution, and permissioned access controls for beneficiaries and executors. By implementing and
testing a prototype on the Ethereum blockchain, this research aims to demonstrate the feasibility and
advantages of blockchain in transforming will management. In conclusion, the Digital Will Management
System using Blockchain represents a significant step forward in modernizing estate planning and
inheritance processes. By harnessing the benefits of blockchain technology, it promises to reduce legal
disputes, improve trust, and offer an efficient and tamper-proof solution for managing wills in the digital
era. The following sections of this research will delve into system architecture, implementation details, and
performance evaluation to provide a comprehensive understanding of the proposed solution.

2. LITERATURE SURVEY

The evolution of blockchain technology has introduced transformative changes across various domains,
particularly in enhancing security, transparency, and decentralization. The foundational work by
Nakamoto [1] introduced Bitcoin as a peer-to-peer electronic cash system that eliminated the need for
centralized intermediaries by employing a distributed ledger secured through cryptographic consensus.
This breakthrough paved the way for blockchain applications far beyond cryptocurrencies, including
digital identity management, secure document storage, and smart contract execution. Building on
Nakamoto’s vision, Buterin [2] proposed Ethereum as a platform for decentralized applications, allowing
programmable contracts known as smart contracts. These self-executing contracts with embedded rules
enable automation of processes that traditionally required human oversight or intermediaries. Christidis
and Devetsikiotis [4] highlighted the potential of smart contracts in the Internet of Things (loT) context,
emphasizing their ability to enforce agreements automatically and securely. This ability to encode
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trustless agreements in software directly applies to the management of legal documents like wills, where
the execution must be precise, timely, and tamper-proof.

Blockchain’s inherent immutability and transparency features have been studied extensively for
applications in digital rights management (DRM) and compliance [5][6]. Tam and Clarke [5] proposed
blockchain-based DRM solutions to prevent unauthorized copying and distribution of digital content,
while Anjum et al. [6] examined blockchain standards for compliance and trust, underscoring the
technology’s capacity to meet stringent regulatory requirements through auditable, unalterable records.
These properties are directly relevant to digital will management, where document authenticity and legal
compliance are paramount.The integration of blockchain with digital identity management has gained
significant research attention. Yaqoob et al. [7] explored blockchain’s role in decentralized digital identity
systems, addressing challenges like identity theft and privacy breaches. They underscored blockchain’s
potential to provide users with self-sovereign identities, where individuals control their credentials
without relying on centralized authorities. Such control is critical in digital will management systems, as
verifying the identity of the testator and authorized beneficiaries must be secure and privacy-preserving.
Recent studies specifically targeting blockchain-based will and inheritance systems have started to
emerge. Hasan et al. [8] proposed a framework for secure digital identity and will management
leveraging blockchain technology. Their work demonstrates how cryptographic techniques and smart
contracts can automate the validation and execution of wills upon verifying the death of the testator,
ensuring that inheritance processes are transparent and resistant to fraud. This approach mitigates
traditional challenges such as document forgery, probate delays, and legal disputes.Further reinforcing
blockchain’s applicability, Reyna et al. [9] reviewed the integration of blockchain with 10T, highlighting
challenges and opportunities that include data integrity, scalability, and privacy preservation. Though
focusing on 10T, the insights apply broadly to blockchain systems managing sensitive data, such as legal
documents and personal identities. Ensuring scalability and privacy while maintaining decentralization is
a key concern for digital will systems, especially when handling complex estates or large beneficiary
groups.Zhang and Wen [10] proposed an loT-based electric business model utilizing blockchain protocols
to automate transactions and ensure security. Their research emphasizes blockchain’s potential to
streamline traditional business operations through trustless automation and real-time auditing. Similarly,
digital will management can benefit from automating inheritance transactions, enabling efficient asset
transfer without intermediaries, reducing administrative overhead, and accelerating the process.

Several studies have also addressed the technical challenges of implementing blockchain for document
management. For example, the use of decentralized file storage systems like the InterPlanetary File
System (IPFS) has been proposed to overcome blockchain’s storage limitations [8]. By storing large
documents off-chain and linking them via cryptographic hashes on-chain, systems achieve scalability
while preserving data integrity. This is crucial for wills, which may include extensive documentation such
as property deeds, financial records, and other legal papers.Despite promising results, existing research
acknowledges hurdles to widespread adoption of blockchain-based digital will systems. Legal and
regulatory acceptance remains inconsistent across jurisdictions, requiring clear frameworks for
recognizing digital signatures and smart contract execution in estate law [6][8]. Moreover, ensuring user-
friendly interfaces and educating non-technical users about blockchain’s benefits and risks are essential
for practical deployment [7]. Addressing privacy concerns is another significant challenge; while
blockchain transactions are transparent, sensitive personal data must be protected through encryption
and permissioned access controls.In summary, the literature establishes blockchain as a promising
foundation for secure, transparent, and automated digital will management. The technology’s
decentralized architecture addresses many shortcomings of traditional systems, such as single points of
failure, susceptibility to tampering, and lack of verifiable audit trails. Smart contracts enable
programmable, automatic execution of wills upon verification of conditions, reducing reliance on
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intermediaries and minimizing disputes. However, further interdisciplinary research involving blockchain
developers, legal experts, and policymakers is necessary to overcome technical, legal, and societal
barriers. Future digital will systems must focus on scalability, privacy, regulatory compliance, and user
accessibility to achieve practical, wide-scale implementation.

3. PROPOSED SYSTEM

The proposed Digital Will Management System harnesses the power of blockchain technology to offer a
secure, transparent, and automated approach for managing wills in a digital environment. Traditional will
management faces numerous challenges such as susceptibility to forgery, loss, legal disputes, and a lack of
transparency. To address these issues, this system utilizes blockchain’s decentralized ledger, smart
contracts, and cryptographic methods to ensure that wills are securely created, stored, verified, and
executed according to the testator’s wishes. The system architecture is composed of three primary
components: a user interface, a blockchain network, and decentralized storage. The user interface acts as
the entry point for all stakeholders including testators, executors, beneficiaries, and legal authorities.
Through this interface, testators can create their wills, digitally sign them, and set specific conditions for
execution. Executors and beneficiaries can access the wills only if granted permission. To safeguard
identity verification, the system incorporates multi-factor authentication, biometric checks, or integration
with existing national digital identity frameworks. At the core of the system lies a permissioned blockchain
network, which maintains decentralization among authorized participants such as legal bodies, banks, and
notaries. Each will is converted into a cryptographic hash and recorded immutably on the blockchain along
with the digital signature of the testator, ensuring authenticity and preventing any unauthorized
modifications or deletions. Transactions such as will creation, updates, or execution events are
chronologically timestamped and recorded, creating an immutable audit trail that promotes transparency.
Since blockchain storage is limited and costly, the actual will documents, along with supporting files like
property deeds and financial records, are stored off-chain using decentralized storage systems such as the
InterPlanetary File System (IPFS). IPFS provides secure, distributed storage by addressing files through
unique content hashes that are linked to the blockchain ledger, preserving data integrity without
overloading the blockchain. One of the key functionalities of the system is the ability for testators to
digitally sign their wills using cryptographic keys, which provides legal validity and non-repudiation.
Smart contracts play a critical role in automating the execution process; for example, a smart contract can
trigger the transfer of assets upon receiving verification of the testator’s death through trusted oracles
connected to official registries. This automation eliminates the need for manual intervention, reducing
delays and mitigating conflicts among beneficiaries. Privacy and security are central to the system’s
design. Access controls are enforced through permissioned blockchain channels, and documents are
encrypted to ensure only authorized individuals can access sensitive information. The secure management
of encryption keys further safeguards user privacy.

Additionally, the system allows testators to amend or update their wills at any time before execution. All
such modifications are cryptographically signed and recorded on the blockchain, maintaining a transparent
history of changes while preserving the immutability of past records. This flexibility addresses the
evolving nature of an individual’s estate planning needs. Overall, the proposed system combines
blockchain’s core strengths with decentralized storage and smart contract automation to revolutionize will
management. By providing an immutable, transparent, and tamper-proof platform, it reduces legal
complexities, speeds up inheritance processes, and instills greater trust among all participants. This system
paves the way for a secure and efficient digital future in estate planning and management.

4. RESULT & DISCUSION
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The implementation of the Digital Will Management System using blockchain technology demonstrates
significant improvements over traditional will management methods in terms of security, transparency, and
efficiency. The system successfully addresses common challenges such as forgery, unauthorized alterations, and
delayed execution of wills, providing a reliable platform for users to create, store, and execute their wills
digitally.

Upon deploying the system on a permissioned blockchain network integrated with decentralized storage like
IPFS, the test environment validated the immutability and authenticity of the wills stored. Each digital will,
represented by its cryptographic hash on the blockchain, remained tamper-proof throughout the testing phase,
assuring that no unauthorized modifications were possible. This feature directly combats forgery and document
loss issues prevalent in conventional paper-based wills. The smart contract functionality proved effective in
automating the execution of wills once predefined conditions were met, such as the confirmation of the
testator’s death through a trusted oracle. This automation minimized human intervention, significantly reducing
the time required to transfer assets to beneficiaries and mitigating disputes that often arise from manual
processing. The transparency of the blockchain allowed all authorized parties, including legal authorities and
beneficiaries, to audit the will’s status at any time, fostering trust and accountability.

From a usability perspective, the system’s user interface facilitated easy will creation and management even for
users with minimal technical knowledge. Multi-factor authentication and biometric verification strengthened
user identity verification, ensuring that only authorized individuals could create or modify wills, which
enhanced the system’s overall security posture. The decentralized storage model using IPFS efficiently handled
large documents associated with wills without burdening the blockchain network, ensuring scalability. The
linkage between on-chain hashes and off-chain documents preserved data integrity and availability while
maintaining confidentiality through encryption. However, the study also identified several challenges that need
further attention. Legal recognition of digital wills and smart contract-based execution varies significantly
across jurisdictions, which could hinder widespread adoption. Additionally, privacy concerns remain critical
since blockchain’s transparency could potentially expose sensitive information if not adequately encrypted and
access-controlled. Overall, the results confirm that blockchain-based digital will management systems offer a
transformative solution that enhances security, automates execution, and improves transparency. With further
refinements in legal frameworks, user education, and privacy-preserving techniques, such systems have the
potential to revolutionize estate planning and inheritance management in the digital age.

Benaliciariss

o P

twmpaing o fwed 'We are

Fig 1: Working Model

CONCLUSION

Volume No.9, Issue No.1 (2025) 5



Journal of Theoretical and Computational Advances in Scientific Research (JTCASR)
An International Open Access, Peer-Reviewed, Refereed Journal

The proposed Digital Will Management System leveraging blockchain technology offers a secure,
transparent, and efficient alternative to traditional will management. By utilizing blockchain’s
decentralized ledger and immutability, the system ensures that digital wills are tamper-proof, authentic,
and easily auditable by authorized parties. The integration of smart contracts automates the execution of
wills based on predefined conditions, such as the verification of the testator’s death, thereby reducing
delays, minimizing disputes, and eliminating the need for intermediaries. Decentralized storage solutions
like IPFS complement the blockchain by securely storing large documents off-chain while preserving data
integrity through cryptographic linking. The system’s robust identity verification mechanisms, including
multi-factor authentication and biometric checks, safeguard user privacy and prevent unauthorized access.
These features collectively build trust among testators, executors, beneficiaries, and legal authorities.
While the system presents numerous benefits, challenges remain in terms of legal acceptance,
jurisdictional differences, and privacy concerns that must be addressed for broader adoption. Nonetheless,
the proposed framework establishes a strong foundation for future advancements in digital estate planning
and management. In summary, blockchain technology has the potential to revolutionize will management
by enhancing security, transparency, and automation. With ongoing improvements in legal frameworks
and user awareness, blockchain-based digital will systems can provide a reliable, accessible, and efficient
solution to managing testamentary wishes in the digital era.
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