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Abstract The proliferation of fake social media accounts has emerged as a significant threat to the integrity
and safety of online platforms. These fraudulent accounts are often used to spread misinformation, engage in
phishing schemes, manipulate public opinion, automate spam, and perpetrate cyberbullying. The rapid
evolution of tactics employed by malicious actors, combined with the sheer scale of user-generated content and
interactions, renders traditional rule-based detection methods increasingly ineffective and inefficient. This
study presents a robust, machine learning-based Fake Account Detection System (FADS) that aims to tackle
these challenges through intelligent data analysis. The proposed system extracts and analyzes a diverse range
of features including username patterns, profile image authenticity, account creation date, posting frequency,
follower-to-following ratio, and engagement behavior (likes, comments, and shares). These features are used
to train various classification models such as Random Forest, Support Vector Machines (SVM), and Gradient
Boosting, as well as unsupervised anomaly detection techniques like Isolation Forest and Autoencoders, to
effectively separate genuine users from fake ones. A notable strength of the system lies in its ability to adapt to
the dynamic nature of fake account behavior through continuous learning and real-time data ingestion. To
ensure the model is scalable, the architecture is optimized for high-volume data streams and supports
integration with existing social media monitoring tools. Preliminary results show high precision and recall,
demonstrating the system’s potential for real-time deployment on large-scale social platforms. Beyond
detection, the insights generated by FADS can aid platform administrators in automating account verification
processes, improving user reporting mechanisms, and formulating policy responses to coordinated inauthentic
behavior. This research not only enhances cybersecurity measures but also promotes a more authentic and
safer online environment for users worldwide.
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1. INTRODUCTION

The rise of social media has transformed global communication, enabling billions of users to connect, share
content, and interact in real time. However, the very openness that fosters connectivity also invites exploitation.
The prevalence of fake social media accounts has surged dramatically, posing threats to individual privacy,
platform credibility, and public discourse. These accounts are not merely nuisances—they are tools for
automated misinformation campaigns, financial scams, identity theft, social engineering attacks, and targeted
harassment.

Modern fake accounts range from simple script-generated bots to highly sophisticated profiles that mimic
human behavior. They are often used in coordinated inauthentic behavior to sway political opinions, manipulate
trending topics, and undermine public trust. Social media companies have implemented detection mechanisms,
but many fake accounts remain undetected due to their adaptive strategies. They often imitate real users with
convincing profile pictures, bios, and interaction histories, making manual and rule-based detection increasingly
ineffective.

Need for a Machine Learning Approach
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The volume and velocity of social media data render manual moderation and static rules inadequate. Traditional
methods struggle to scale and adapt to new patterns of fake account behavior. Machine learning (ML) offers a
dynamic and scalable solution by learning from historical data and identifying patterns that differentiate fake
accounts from genuine ones. ML models can evaluate multiple account features—both static and behavioral—to
make data-driven classifications.

This project proposes an advanced Fake Account Detection System (FADS) that leverages supervised
classification algorithms (e.g., Random Forest, XGBoost, SVM) alongside unsupervised anomaly detection
methods (e.g., Isolation Forest, One-Class SVM) to enhance detection accuracy. The model is designed to
process high-dimensional data and continuously learn from new trends in fake account creation, ensuring
adaptability over time.

Feature Extraction and Dataset Characteristics

The effectiveness of any ML system relies heavily on the quality and relevance of its features. In the
proposed system, features are extracted from various aspects of social media accounts, such as:

Profile features: Username complexity, account age, profile completeness, number of profile edits
Network features: Follower-following ratio, clustering coefficient, interaction networks

Content features: Post frequency, sentiment consistency, use of media, lexical diversity
Behavioral patterns: Timing of activities, click patterns, API usage history

The dataset used for model training and testing includes both real and synthetic accounts labeled according
to authenticity. Preprocessing steps include noise removal, normalization, and feature engineering to
prepare the data for effective modeling.

To evaluate the effectiveness of the proposed Fake Account Detection System (FADS), several key
performance metrics are considered, including accuracy, precision, recall, F1-score, and the AUC-ROC
curve. These metrics collectively assess the model’s ability to correctly classify fake accounts while
minimizing false positives and negatives. Among the tested models, Random Forest and XGBoost
achieved high F1-scores, demonstrating robust performance in distinguishing real from fake accounts.
Unsupervised methods like Isolation Forest also proved effective, particularly in identifying previously
unseen or zero-day fake accounts. Designed for scalability, the system utilizes a modular microservices
architecture and supports integration with big data frameworks such as Apache Kafka and Spark, enabling
real-time analysis of large-scale social media data. The prediction engine is accessible via API endpoints,
allowing seamless deployment across platforms and services. Ethical considerations are carefully
addressed through user data anonymization and fairness-aware modeling to prevent bias and
discrimination. Explainable Al techniques, such as SHAP values, are incorporated to ensure transparency
in decision-making. Despite its strengths, the system faces limitations such as adversarial evasion tactics
by sophisticated bots, restricted data access due to privacy constraints, and generalization challenges
across different platforms. Future enhancements include the integration of Graph Neural Networks
(GNNs) for analyzing user interaction networks, multimodal analysis to detect deepfake content, transfer
learning to improve cross-platform adaptability, and reinforcement learning to enable continuous model
improvement through user feedback. Collectively, this system represents a significant step toward securing
social media environments by providing scalable, adaptive, and transparent detection of fake accounts.

2. LITERATURE SURVEY
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The problem of fake accounts on social media has gained increasing attention due to the risks they pose,
including misinformation propagation, phishing, identity theft, and manipulation of public opinion. Numerous
studies have proposed machine learning-based techniques for detecting such accounts, focusing on various
features ranging from profile attributes to behavioral patterns.

Al-Zoubi and Sulieman (2017) employed Decision Trees and k-Nearest Neighbors (k-NN) classifiers to detect
fake accounts by analyzing user profile features and engagement patterns. Their study demonstrated the
effectiveness of supervised learning in identifying suspicious behavior, though it also highlighted limitations in
handling evolving fake account strategies. Similarly, Nambouri et al. (2019) explored several supervised
machine learning algorithms to detect Sybil and fake accounts, emphasizing the importance of selecting
meaningful features such as follower-following ratios and posting frequency.

Elovici and Shapira (2017) proposed a system using non-structured supervised learning techniques to detect
spammers and fake users. Their method focused on unstructured data analysis and achieved high detection
accuracy using content-based features. Another influential work by Stringhini et al. (2010) introduced the use of
social honeypots and behavioral features to detect spammers across various platforms. They demonstrated that
dynamic behavioral analysis is more reliable than static profile-based detection.

Wang (2010) applied machine learning techniques to detect spam bots by analyzing social graph features and
activity sequences, showing that bots exhibit distinguishable patterns compared to human users. Lee et al.
(2010) extended this approach with honeypot-based data collection, training classifiers that achieved high
precision in spam detection. Fire et al. (2014) reviewed multiple social media threats, including fake accounts,
and outlined mitigation strategies through graph analysis and feature engineering.

Ahmed and Abulaish (2013) proposed a statistical spam detection framework that utilized both content and
interaction-based metrics. Their work underlined the challenge of class imbalance in social media datasets,
which often contain more legitimate than fake accounts. Cresci et al. (2015) focused on detecting fake followers
on Twitter, using classification models built on profile and network features. Their approach emphasized the
need for robust training data due to adversarial evasion techniques.

Ferrara et al. (2016) offered a comprehensive review of the rise of social bots and their evolving sophistication.
They stressed the limitations of rule-based systems and advocated for hybrid models that combine supervised,
unsupervised, and semi-supervised learning. More recently, Deep Learning technigques such as Convolutional
Neural Networks (CNNs) and Recurrent Neural Networks (RNNs) have been applied to fake account detection.
These models, especially Long Short-Term Memory (LSTM) networks, can capture complex temporal
dependencies in user behavior data, enabling more accurate predictions of authenticity.

Graph-based approaches are also gaining popularity. Researchers are exploring Graph Neural Networks (GNNs)
to detect fake users by analyzing relationships and interactions in social graphs. These methods allow the
detection system to incorporate not only node features (individual accounts) but also edge features
(interactions), offering a more holistic view of network behavior.

Additionally, multimodal approaches that combine text, image, and network data have proven to be more robust.
For instance, image analysis can detect suspicious or stolen profile pictures, while Natural Language Processing
(NLP) techniques can analyze linguistic inconsistencies in user posts. The integration of such diverse modalities
enhances detection accuracy and reduces false positives.

Explainability is becoming an essential component of detection systems. Modern studies incorporate explainable
Al (XAl) methods, such as SHAP (SHapley Additive exPlanations) and LIME (Local Interpretable Model-
agnostic Explanations), to improve trust in automated decisions by explaining which features influenced the
classification.

Moreover, many researchers are now focusing on real-time detection systems capable of operating on streaming
data using big data tools such as Apache Kafka, Spark Streaming, and Flink. These systems can instantly flag
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suspicious behavior, helping moderators act before damage is done. However, significant challenges remain in
terms of cross-platform generalization, adversarial robustness, and privacy-preserving machine learning.

Overall, the literature reflects a clear shift from static, rule-based models to dynamic, intelligent systems
powered by machine learning and deep learning. While significant progress has been made, the arms race
between detection methods and fake account creators necessitates continued innovation, particularly in hybrid
modeling, adversarial training, and explainable Al.

3. PROPOSED SYSTEM

The proposed system, Fake Account Detection System (FADS), is a robust and intelligent framework
designed to effectively identify and flag fake or malicious accounts on social media platforms using a
hybrid machine learning approach. This system integrates both supervised classification algorithms and
unsupervised anomaly detection techniques to enhance accuracy, scalability, and adaptability. The
architecture begins with a data acquisition module that extracts data from social media APIs and web
crawlers, collecting comprehensive user information including profile metadata (username, bio, account
age), activity logs (post frequency, likes, retweets, etc.), and network data (followers, followings,
interactions). Once the data is gathered, it undergoes feature engineering, where key features are extracted
and processed—such as the complexity of the username, use of default profile pictures, posting intervals,
engagement patterns, lexical diversity in posts, and follower-following ratios. These features are crucial
for distinguishing between genuine and fake behavior. The system then employs a combination of
supervised learning models like Random Forest, Support Vector Machines (SVM), and XGBoost to
classify accounts based on labeled training data, which consists of previously verified real and fake
accounts. In parallel, an unsupervised layer uses algorithms like Isolation Forest and One-Class SVM to
detect outliers or anomalous patterns among new or unlabeled accounts, offering the ability to detect zero-
day fake profiles. The prediction engine then evaluates the outputs from both supervised and unsupervised
components to generate a confidence score for each account, indicating its likelihood of being fake. To
ensure continuous improvement, a feedback loop allows for administrator validation of flagged accounts,
refining the model’s performance through periodic retraining. Additionally, the system supports real-time
detection using stream processing frameworks, making it suitable for deployment in live environments
where new accounts and activities emerge rapidly. The proposed FADS is designed to be platform-
agnostic, scalable across different social media networks, and capable of adapting to evolving patterns of
deceptive behavior. It prioritizes explainability by integrating tools that highlight the most influential
features in each decision, thus building trust among platform moderators and cybersecurity professionals.
By combining high-dimensional data analysis, real-time processing, and adaptive intelligence, this system
offers a comprehensive solution to one of the most pressing challenges in the digital communication
landscape—ensuring the authenticity of user identities and preserving the integrity of online interactions.

4. RESULT & DISCUSION

The proposed Fake Account Detection System (FADS) was evaluated using a real-world social media dataset
comprising a balanced mix of legitimate and fake profiles. The dataset was split into training and testing sets in
an 80:20 ratio, and performance was assessed based on metrics such as accuracy, precision, recall, F1-score, and
Area Under the Receiver Operating Characteristic Curve (AUC-ROC). Supervised models such as Random
Forest and XGBoost yielded particularly strong results, with Random Forest achieving an accuracy of 94.8%,
precision of 92.3%, recall of 95.1%, and an F1-score of 93.7%. XGBoost followed closely, providing robust
performance even in the presence of noisy or incomplete data. Unsupervised methods like Isolation Forest
effectively flagged anomalous behaviors that were not previously labeled, demonstrating the system's strength in
identifying zero-day fake accounts. When integrated with supervised predictions through an ensemble approach,
the hybrid model improved overall detection rates and reduced false positives. The inclusion of behavioral
features—such as post timing, user interaction networks, and sentiment patterns—significantly enhanced the
system's capacity to distinguish between human-like bots and genuine users.

The feedback loop mechanism contributed to continuous learning by incorporating manual validation results
into the model’s retraining cycle, enabling the system to adapt to evolving fake account strategies. Additionally,
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the system exhibited strong real-time processing capabilities, detecting and classifying accounts within
milliseconds of activity, making it suitable for live social media moderation tools.

During qualitative analysis, it was observed that fake accounts often exhibited distinct behavioral clusters—such
as repetitive content posting, unnatural engagement patterns, and unusually high following-to-follower ratios—
which were successfully captured by the feature extraction module.

Feke Account Defection

Fig 1: Working Model

Furthermore, explainability tools integrated into the system, such as SHAP (SHapley Additive exPlanations),
helped visualize which features most influenced the classification outcome, thereby improving trust and
transparency for platform moderators. In summary, the results demonstrate that the FADS framework provides a
highly accurate, scalable, and interpretable solution for detecting fake social media accounts. The combination
of supervised learning, anomaly detection, and real-time analytics not only outperforms traditional rule-based
systems but also shows promise for continuous deployment in large-scale social networking environments.
However, challenges remain in handling adversarial tactics, cross-platform variations, and privacy constraints,
which suggest future work in areas like federated learning, transfer learning, and encrypted feature modeling to
enhance resilience and ethical deployment.

CONCLUSION

In conclusion, the Fake Account Detection System (FADS) proposed in this study provides an advanced,
scalable, and adaptable solution for identifying fraudulent and malicious accounts on social media
platforms. By combining supervised machine learning algorithms, such as Random Forest and XGBoost,
with unsupervised anomaly detection techniques like Isolation Forest, the system successfully identifies
both known and emerging patterns of fake account behavior. The integration of behavioral features,
content analysis, and real-time processing further enhances the system’s accuracy and efficiency, making it
suitable for deployment in live social media environments.The system's ability to continuously learn and
adapt through a feedback loop ensures that it remains effective against evolving tactics used by fake
account creators. Additionally, the incorporation of explainable Al tools offers transparency and fosters
trust among platform administrators and users. Despite its strong performance, the system does face
challenges related to adversarial tactics, cross-platform variability, and privacy concerns, which could be
addressed in future work through techniques like federated learning and enhanced data security protocols.
Overall, FADS represents a significant step forward in addressing the growing issue of fake accounts on
social media, offering valuable insights for platform security, user trust, and online content integrity.
Future advancements will likely focus on improving the system’s robustness to adversarial attacks,
expanding its cross-platform compatibility, and ensuring compliance with data privacy regulations, paving
the way for more secure and reliable digital interactions.
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